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Introduction

• It is just an IT contract
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• Common Risks in IT Contracts
• Contractual Risk Allocation
• Post Contract
• Leveraging AI to Reduce Risk



It is just an IT Contract
• What is an IT Contract
• Sharing Sensitive Data
• Cyber Security Threats on the Rise
• Not just criminals but also nation‐states and their proxies
• No longer if but when a breach will occur
• Vendor’s breach risk means your breach risk

• Potential Impact
• Reputational damage
• System shutdowns
• Data loss and related liability



Vendor Due Diligence
• When should you conduct due diligence?
• What data / systems will the vendor have access to? 
• Key individualized factors to consider:
• Reputation
• Experience
• Financial Stability
• Security Measures



Common Risks in IT Contracts
• Data Breaches
• Intellectual Property Infringement 
• Non‐Compliance with Laws & Regulations 
• Service Disruptions
• Vendor Lock‐In



Common IT Contract Risks
• Poorly written security protocols not providing clear and 
comprehensive guidelines to follow for sensitive information. 
• Compliance with applicable federal, state, and international data 
protection regulations. 
• Lack of appropriate cybersecurity insurance coverage specifically 
covering cyber risks and providing adequate protection against cyber 
threats. 
• Lack of clearly defined service level agreements (SLAs)
• Lack of notification requirements to provide notification promptly and 
privately in the event of a cybersecurity incident. 



Contractual Risk Allocation
• Define levels of risks balanced between company and vendor
• Vendor Cyber Coverage vs. Company Cyber Coverage
• Define data handling requirements
• Define remedies and escalation procedures
• Define data ownership and use
• Define termination and exit strategies



Post Contract

• Conduct audits (scope and frequency based on sensitivity of data)
• Review and update policies and procedures 
• Proactively review performance 
• Monitor financial health and insurance coverage for vendors



Leveraging AI to Reduce Risk

• Artificial Intelligence (AI), the ability of a computer or 
computer-controlled machine to perform tasks commonly 
associated with intelligent beings.  

• Since the 1940s, it has been demonstrated that computers 
can be programmed to carry out very complex tasks with great 
proficiency.

* ChatGPT



AI ‐ Contract Review

• Inadequate contract review leaves you vulnerable to the risks and 
obligations buried in your contracts
• Many transportation and logistics intermediaries do not use attorneys 
to review their contracts.
• Without proper review and corrections, companies can assume 
uninsured or unnecessary liability.
• In the transportation and logistics industry, decision‐makers often 
focus on revenue and not risk.



The Perfect Storm

• Substantial increase in data breaches
• Seeds of  risk are planted in the contracts
• High volume, revenue impacting, third party paper
• Industry changes, consolidation, leaner staffing
• Loss or lack of  institutional knowledge of  IT systems and processes
• Advancement of  Artificial Intelligence and computing power



AI Contract Review Has Arrived!

• AI technology combined with vetted and trusted subject matter 
expertise is a powerful combination.  
• AI can quickly identify found and missing provisions to provide a 
baseline review and highlight high risk items.
• Automation provides consistency and efficiency and allows faster 
execution of your contracts. 
• Configured to your company’s best practices, negotiating guidance, 
insurance program and playbook.



Questions?
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